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Why do we need cybersecurity? 

Services 

Å  Managed Security 

Å  Information Services 

Software 

Å  Financial Systems 

Å  Human Resources 

Å  Railroad Tracks 

Å  Highway Bridges 

Å  Pipelines 

Å  Ports 

Å  Cable 

Å  Fiber 

Å  FDIC Institutions 

Å  Chemical Plants 

Å  Delivery Sites 

Å  Nuclear power plants 

Å  Government Facilities 

Å  Dams 

Å  Agriculture and Food 

Å  Energy 

Å  Transportation 

Å  Chemical Industry 

Å  Postal and Shipping 

Å  Water 

Å  Public Health 

Å  Telecommunications 

Å  Banking and Finance 

Å  Key Assets 

Hardware 

Å  Telecommunications 

Å  Networking Equipment 

Internet 

Å   Domain Name System 

Å  Web Hosting 

Control Systems 

Å  SCADA 

Å  PCS 

Å  DCS 

Critical Infrastructure / Key Resources 

Physical  Infrastructure  

IT and Telecommunications Infrastructure  

Å  Reservoirs Treatment 

plants 

Å  Farms 

Å  Food Processing Plants 

Å  Hospitals 

Å  Power Plants 

Å  Production Sites 

Source: Don Davidson, DOD-CIO Trusted Mission Systems and Networks 
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Utilities are a target 
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ICS CERT Responded to the toal of
245 incidents in September 2014-February 2015
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https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Sep2014-Feb2015.pdf 
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What do you have that others want? 

Customer data 

 

Infrastructure data 

 

Infrastructure 
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Verizon Breach Report is a comprehensive look at the 

global state of cybersecurity 

http://www.verizonenterprise.com/DBIR/2015/ 
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Attackers are getting better while defenders are 

running in place 
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http://www.verizonenterprise.com/DBIR/2015/ 

Time to compromise is in days or hours 

Time to discovery is in days or hours 
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In the meanwhile the number of devices connected to the 

Internet is growing exponentially 

Å1970 = 13 

Å1980 = 188 

Å1990 = 313,000 

Å2000 = 93,000,000 

Å2010 = 5,000,000,000 

Å2020 = 31,000,000,000 

Source: Intel 
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Secure and reliable networks are critical for the utility 

networks of the future 


